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AMENDED WITNESS STATEMENT OF GCHO WITNESS

1, GCHO WITNESS, Deputy Director’ in the Government Communications Headquarters

NI (GCHO), Hubble Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

-1) Lam Deputy Director Mission Policy at GCHQ. In that role, I am responsible for drawing

up the operational policiés that underpin GCHQ's intelligence gathering activities and for

ensuring that they are complied with. I have been in this role since 5 January 2015, having

previously served as Deputy to my predecessor. I have worked for GCHQ in a variety of

roles since 1997. É

“23 Lam authorised to make this witness statement on behalf of GCHQ. The contents of this

statement are within my own knowledge and are true to the best of my knowledge and

- belief. Where matters are not within my own knowledge they are based upon

documentation made available to me and from discussions with others within the

department. :

3) Documents referred to as exhibited to this statement are attached as Exhibit ‘GCHO2.
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4) Further to paragraph 95 of the Investigatory Powers Tribunal’s judgment of 17 October
2016 and paragraph 4 of the Triburial's order of 31 October 2016, I make this statement in
order to:

a) exhibit (for the convenience of the Tribunal) relevant sections of policies/handling
arrangements relating to the sharing of BPD and BCD;

b) address the question as to whether GCHO has, since avowal on 11 March 2015, shared
bulk personal data (“BPD”) (or a sub-set of BPD) with international partners and/or
law enforcement agencies (“LEAs”), and if so, what restrictions as ‘to transfer or
use/retention were imposed by GCHQ; and

| c) address the question as to whether GCHQ has, since avowal on.4 November 2015,
shared 5.94 bulk communications data (“BCD”) (or a sub-set of BCD) with international
partners and/or LEAs and if so, what restrictions as to transfer or use/ retention were
imposed by GCHQ.

A. GCHO’S POLICIES AND HANDLING ARRANGEMENTS RELATING TO THE
SHARING OF BPD AND BCD

5) lexhibit the following as exhibit GCHO 3:

- a) Paragraph 16 of the JointSIA BPD policyof Feb 2015; -
b) Paragraph 5.2 (dt bullet), paragraphs 6.0-6.7 and paragraphs 8.1of the cross-SIA BPD

OPEN Handling Arrangements.of November 2015;
e) Section 9 of the GCHQ CLOSED BPD Handling Arrangements; |
d) Paragraphs 4.4.1 to 4.4.6 of the OPEN Handling Arrangements for BCD; and
e) Section 4.4 of the GCHQ CLOSED 894 Handling Arrangements.
f) Raw Data Reléase Request Form | |

B. SHARING OF BPD/BCD WITH INTERNATIONAL PARTNERS AND LEAs

6)

7)

| Where members of foreign intelligence agencies are posted to GCHQ as liaison officers
they are not given access to any of GCHQ’s operational systems.

Were members of foreign intelligence agencies to be posted to GCHO as integrated staff
then they would. be required to agree that they would comply with the same policies and
safeguards that GCHQ employees are required to comply with. Were GCHQ to make
any of its BPDs available to integrated staff from liaison partners and/or law enforcement
agencies,or fo grant access to systems containing BCD, GCHQ would require analysts to
have completed all relevant training (including legalities training which would: be
required to be in date), to be assessed as having sufficient analysis skills, and to have all
necessary nationality and security clearances. All queries would be accompanied by
necessity and proportionality statements which wouldbe audited by GHCO. Analysts
would be required to comply with GCHQ's Compliance Guide and other BPD/BCD
policies and safeguards concerning access, retention and use. The treatment of LPP and
journalistic material would be addressed in the required training, and as set out in the
Compliance Guide. Such safeguards would put partner analysts on the same basis as
GCHQ analysts, : ‘
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8) Were GCHQ to grant access to any of its systems or databases containing BPD or BCD to
international partners from their premises, it wouldbe on the basis thatall analysts given
accounts on the system or database would have completed all relevant training,

including in-date legalities training, and that they were assessed, as having sufficient
analysis skills together with all necessary nationality and security clearances, All queries
would be required to be accompanied by necessity and proportionality statements which -
would be subject to audit by GCHQ. Analysts would be required to comply with GCHQ's

* Compliance Guide (whiéh addresses inter alia the treatment of LPP and journalistic
material) and all other extant BPD/BCD policies and safeguards concerning access,
retention and use. . : :

Any data.shared with other organisations would be shared on the basis that it must
not be shared beyond the recipient organisation unless explicitly agreed in advance,
or approved through the Action-on process. Action-on is a process which is used by

each of the Agencies. - |

10) GCHQ operates on the basis that operational dataof any sort may only be shared if it is

necessary for one of GCHQ's statutory functions, and, as far as GCHQ's intelligence

gathering function is concerned, in line with one of the three purposes for which that

function can be exercised. This is set out in GCHQ's Compliance Guide. All sharing is
subject to compliance with all relevant legal safeguards, and there is a requirement that

recipients must accord the material a level of protection equivalent to GCHQ's own
safeguards, The assessment of whether a partners. safeguards meet this standard is a

matter for the Mission Policy team, in partnership with departmental legal advisors and

other specialist teams as appropriate. As a matter of policy GCHQ applies the safeguards

required by RIPA to all operational data even if was not obtained under RIPA powers,

so this is the standard that must be met. Sharingis also subject to policy approval by an

appropriately senior member of the Mission Policy team, unless an explicit delegation of

approval authority has been made. Policy approval may be subject to appropriate

filtering or sanitisation of the-data being applied to protect sensitive material or equities.
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11) The Compliance Guide makes clear that, in line with the RIPA Interception of

Communications Code of Practice, particular consideration should be given in cases

where confidential. information (which includes, inter alia, material that is legally

privileged, and confidential journalistic information) is involved. Special care must be *

. taken to ensure that the acquisition, analysis, retention and dissemination of such

‘material is necessary and proportionate. This covers any sharing of such data with

partners. Any sharing of BPDin whole or in partis subject to formal approval by Deputy

Director Mission Policy who will take into account the potential for such data to contain

confidential information and ensure that thisis removed from the data to the extent

possible (e.g. by the removal of particular fields from datasets) and will require the

application of additional or more stringent safeguards where appropriate.

C. SHARING OF BPD/BCD WITH INDUSTRY PARTNERS

12) BCD/BPD may be shared with industry partners where necessary for the purposes of

developing and testing GCHQ's operational systems. Industry partners are required to

specify the controls that they intend to applyin relation to retention, use, examination

and destruction, These controls are subject to approval before sharing. The approval

. process is set out in a request form attached as Exhibit “GCHO 3’. Itshould be noted that

this formis also used to seek approval for the sharing 6of certain nonn BPD/ BCD datain

specific circumstances. : a

13) CCHO may share operational data (which might in principle include BPD/BCD) with
industry partners for the purpose of developing and testing new systems. Actual |
operational data would only be shared for such purposes if it were not possible to use

standardised corpuses of non-operational data. Any sharing would be of the minimum

volume of data necessary to develop or test the system. In all cases the-data would be the

least intrusive data that can serve the purpose. For this reason any data known or

believed to contain confidential information would not be used; similar data that does

not contain such material would be used instead. Wherever possible data shared with

industry partners will, be held on GCHO premises, where most systems development

takes place, failing that the data must be held on secure and accredited corporate

premises in the UK. . .

. 14) All dieing of data with industty is recorded on a Raw Data Release Reda form
{exhibited at Exhibit GCHQ3) which must be completed by a member 0f GCHQ whois

sponsoring the activities of the industry partner. This form (which is used for certain
other forms of data sharing which do not involve BPD or BCD) requires the sponsor to
describe the purpose of the sliaring and the details of the data they wish to release. If the-
datais to leave GCHQ premises they must specify where it is to go, and how it will be

transferred. The form requites the sponsor to detail the name, organisation and job title

of the individual who will take responsibility for the data on réceipt, how many people
at the recipient organisation will have access, for how long the data will be retained.and

what will be done with it once the project is completed. These requests are assessed

within the Mission Policy team and may be escalated up to the Deputy Director Mission
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Policy where appropriate. Mission Policy will assess each Proposal to ensure that thesharing is both necessary and proportion:ate, and may require modification of the request" if there are concerns about proportionali 
i

Statement of Truth

['belieye that the facts stated in this witness statement are true. .

5 of5
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NOTE: REDACTIONS ARE INDICATED [REDACTION] AND dreARE IN BOLD,
UNDERLINED AND ITALICS à

which it Is hosted. These safeguards include (but are not Imitéd to) audit, protective
menitofing regimes, ne management oversight, training and 8 of practice;

& The Agencieswill take appropriate disciplinary action against dny parson Identifiedas
abusing,or misusing analytical capabilities, BPD, or any | ation or Intelligence
‘derived therefrom. - '

|

15. These policy statements apply StA-wide. Each Agency maintains seperate

complementary policy and guidance lo ald staff in the use of BPD and mesting these policy
requirements. ;

D, Sharing o

18. Al three Agencies havea common interest in acquiring and Interrogating BPD. Asa
principle, all three Agencies will seek to acquire. once and use many times, on grounds of
business effectiveness and efficiency. The following polloy statamentsjappiy to the Agencies:

e When sharing BPD the supplying Agency must te satisfied that it js necessary and
proportionate lo share the data with the other Ayency/Ayenties; and the receiving!

the data in question. A log of data:sharing will be maintained
plane een a |

i
+ The sharing of BPD must be authorised in.advance by a senigr Individual within each

Agency, and no actionfo share may be taken without such il

+ [REDACTION] *
H

BPD must not be shared withnon-SIA third parties without prior agreement from the!
acquiring Agency; . .

«The Agencies may share applications ¢whioh In tum could provide access to another
Agency's BPD holdings) es judged appropriate in line with SIA faformationpolicy on
commissioning. | '

47. These poley statements apply SlA-wide. 'Eath Agency maintsins separate
complementary polley and guidance to ald staffin the process ofan BPO and meeting
these policy requirements.

E. Retention

18. _ The Agencies review the nacessily and proportionality of the continued retention ofBPD. The following poficy statements apply to the Agencies: . tna
Py Each Agunoy hes a review panel which wil review SPD retention by that Agency. in| |

all three Agencies, panels sit once every six months;

A o

e These pansis will Invits representativesfrom each cf the Agenciesindata sharing (both data and applications.granting access fo BPD}, cerca
of decision making across Agencies, and provide y k
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including. in particular what intelligence aim is likely to be met and how
the data will support that objective. ~ ! |

' 4 The sement of acquiring and retaining the, data, including in
* particular whether there ls a less Intrusive method ofobtainina the data.

When seeking authorisation to load a BPD into an analytital system for use,
staff must satisfy themselves as fo, and explain:

+ The purpose for which the BPD Is required; and

* The necessityand proportionality of using the BPD;

Se
es

! 
A
 
E

5.0 Specific Procédures and Safequards for Use of and Access to Bulk
Personal Datasets Inside each Intelligence Service — *

5.1 Each Intelligence Service attaches the highest Ho “maintaining data
security and protective security standards. Moreover, each Intelligence Service must
establish handling procedures so as to ensure that the integrity¡and confidentiality of

the information in the bulk personal dataset held Is fully protected, and that there are

adequate safeguardsin place.to minimise the risk of any misuse of such data and, in

fhe event that such misuse occurs, to ensure thatcero disciplinary action is:
taken. In particular, each Intelligence. Sanice must apply thé following protective
security measures: |

s Physical security to protect any premises where the linformation may be

accessed; t

e IT security to minimise the risk of unauthorised access toilT systems: |

e A. security vattirig regime for personnel which is designed to’ provide
assurances that those who have access to this matefial are rellable and
trustworthy.:

i

5.2 . In relation to information in bulk personal datasets held, -each Intelligence
- Service ls obliged to put in place thefollowing additional measures:

s Access to the information contained within the bulk persdhal datasets must be
strictly limited to those with an appropriate business requirement to use these
data;

e Individuais must only access information within a bulk Ear dataset if it is
hecessary fer the performance of one of the statutory furictions of the relevant
Intelligence Service,

e If individuals access Information within a bulk reelataset with a view to
' subsequent disclosure of that information, they must only access the relevant

information if such disclosure Is necessary for the iperformance of the
statutory functigns of the relevant Intelligence a ji for the additional
limited purposes described In paragraph 3.1.4 above; .

+ Before accessing or disclosing information, individuals, must also consider
whether ‘doing so would be proportionate (as déscribedin paragraphs 4.4
above and 6,3 below). For instance, they must consider whether other, less
intrusive methods can be used to achieve the desired ouícome;



6.0 Procedurés and Sa ards Disclosure Iki Personal Datasets
outsidethe relevant Intelligence Service =~ *

be distlosed to persons outside the relevant Service if the following conditions are

met: a

+ that the objective of the disclosure falls within the Service's statutory functions
or is for the additional limited purposes set out in sections 2(2)(a) and 4(2)a)
af the ISA 1994 and section 2(2)(a) of the SSA 1989; i |

- that it ls necessary to disclose the information In Question in order to
achieve that objective: |

e thatthe disclosure is proportionate to the objective;

e fhat onfy as much of the Information will be disclosed!as Is necessary to

achieve that objective. ;

When wiH disclosure be necessary?

6.2 In order to meet the ‘necessity requirement in relation. to discfosure, staff must
be satisfied that disclosure of the bulk personal dataset is ‘really needed’ for the

purpose of discharging a statutory function of that Intelligence Service.

The disclosure must also be “proportionate”

63 The disclosure of the bulk personal dataset must also be proportionate to
the purpose in question. In order to meét the ‘proportionality’ frement, staff must

be satisfied that the level of interference with the individual's right to privacy Is

justified by the benefit to the distharge of the Intelligence Service's statutory
functions which ls expected as a result of disclosing the data and the importance of
the objertive ta be achieved. Staff must’ consider whether tHere is a teasonable.

aftemative that will still meet the proposed objective - ie. Iwhich involves less.

intrusion, For example, this could mean disclosure of Individual pieces of data or of a
subset of data rather than of the whole bulk personal dataset. |

6.4 Before disclosing any bulk personal data, sfaff must také reasonable steps to

ensure that the intended recipient oiganisation has and will maintain satisfactory

arrangements for safeguarding the confidentiality of the data ensuring that it Is

securely handled, or that they have recelved satisfactoty assutances from the

Intended recipient organisation with respect to such arrangements.

6,5 These conditions must be metfor all disclosure, impuuding between the
Inteligenes Services. 1

66 These conditions for disclosure apply equally to the dikciosu’s of an entire
bulk personal dataset, a subsetof the dataset, er an individual piece of data from the
dataset. | : i

é .

: &7 Disclosure pf the whole (or a subset) of a bulk persorjal dataset is subject
to Intema! authorisation procedures in addifion to those that apply to an Item of data.
The authorisation process requires ah application to a senior manager designated for

the purpose, describing the datasetit ls proposed to disclose (iniwhols or in part) and

setting out. the operational and legal justification for the proposed disclosure along
with the other information specified in paragraph 4.7, and wh any caveats or
restrictions should be applied to the proposed disciosure. This|Is so that the senior

manager tan then consider the factors in paragraph 8.1, with operational, Isgal and
! à

8 Fr 4

6.1 Information in bulk personal datasets held by an So Service may only |.
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policy advice seal as appropriate. In difficult cases, the rélevant inteliganceService
may seek guidance or a decision from the Secretary of State,

When seeking to Dor the whofe (or a ER of a BPD, stef must be
satisfled that disclosure le:

Justified on the basis of the relevant statutory disclosure gateway.

€ Determined to be necessary and proportionate to the objective.

* Limited to only as much information as will achieve the objective.

+ Authorised by a senior manageror, in. difficult cas , the Secretary of

7.0 Review of Reténtion and Deletion

7.1 Each Intelligence Service must regularly review. the operational and legal

justification for its continued retention and. use of each bulk personal dataset.

Where the continued retention of any such data no fonger] meets the fests of
Necessity and proportionality, all copies of it held withinees intelligence

Service must be delefsd or destroyed. - |

7.2 The retention and review process requires Se of the following
A 7 |

© The operational and legal justification for continued retention, including its
necessity and proportionality; h J.

“e Whether such information could be obtained sisewhére through less Intrusive
means;

An assessment of the value and examples of use;

Frequency of acquisition; . ¡

The level of intrusion into privacy; |
- The extent of political, corporate, or reputational tisk;

Whether any caveats or restrictions should be appiled to continued retention.

Í

For the purposes of retention, review and delefion of 'BPD-sets, each
Intelligence Service must: i

4 Regularly review the justification for continued retention and use,
including its necessity and proportionality. ‘

+ Delete a BPD after a decision Is made that retention or use of it is no
longer necessaryor proportionate. L

>

f
[

8.0 ‘ma withinthe Intelligence Services

8.1 The acquisition, retention and disclosure ofa bulk perso! al dataset ls subject.
to serutiny In each Intelligence Service by an Internal Review Panel, whose function

is to ensure that éach bulk personal dataset has been properly acquired, that any

disclasure is property justified, thaf its retention remains necessary for the proper

9
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discharge of the relevant Service's statutory functions, and! is proportionate to
achieving that objectivo. :

8.2 The Review Panel in each Intelligence Service meets afrsix-monthly intervals
and are comprised of senior répreséhtativés |from Information

. Governance/Cémpliance, Operational and Legal teams.

1 5 .

8.3 Use of bulk personal data by staff is monitored by the relevant audit team in

each Intelligence Service in order to detect misuse or identify activity that may give
rise fo security concems. Any such identified activity inifiates 4 formal investigation
process in which legal, policy and HR (Human Resources) Input will be requested
“where appropriate. Failure to provide a valid justification for a [ms may result in
disciplinary action, which In the most serious cases could lead ta dismissal and/or the

possibility of prosecution. : i

84 Al reports on audit investigations are made ma to the Intelligence
Services Commissioner for scrutiny (see paragraph 10 below). | Fou

8.5 Staff within each Intelligence Service will keep their $enior Iéadership (at
Director level or above) apprised as appropriate of the relevant Service's bulk

personal data holdings and operations. |

| For the purposes of management contrat:

+’ A Review Panel in each Intelligence Service must meet at six- monthly
intervals to review that Intelligence Service’s BPD holdings.

Staff must keep senior leadership (Director level oríabove) apprised of
BPD holdings and operations. :

aL

9:0 Ministerial Oversight |

9.1 Each Intelligence Service will report ás appropriate on its bulk personaf data
holdings and operations to the relevant Secretary of State (the Home Secretary jn the
case of the Security Service, and the Foreign Secretary in am case of SIS and
GCHQ). !

Í
. 1

10.0 Oversight by the Intelligence Services Commissióner|
rela

10.1 The acquisifion, use, retention and disclosure of bulk personal datasets by the
* Intelligence. Services, and the management controls and safeguards against misuse

they put in place, will be overseen by the Intelligence Services Commissioner on a

regular six-monthly basis, or as may be otherwise agreed resn the Commissioner
and the relevant Intelligence Service, except where the rsight of such data

already falls within the stetutory remit of the: Interception | af Gommunications
Commissioner.

Note: Thé Prime Ministers section 59A RIPA direction was issued on 11 Merch 2015.
Paragraph 3 of this makes it clear that the Commissioner's oversight extends not only to the

practical operation of the’ Arrangements, but-also to the adequacy of the Arrangements
themselves. 5 E

10.2 The Intelligence Services must ensure that they ean} demonstrate to the |
appropriate Commissioner that proper judgements have been made on the necessity

10
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7.8 In the care of systems containing opérational data, spécifie détails of individuals"
activities while acressingthe systém are fogged and ara subject to audit, Such logs contai
detailsof who was accessingtheatoa and what they did y arde in. Use
are also requiredto provide a Necessit pottianality Stetemen Statement”condueting an analytical search of ta data es system; an N&P ment consists of
statement of the operational purpose of the search and an explanation of ifs necessity
proportionality. These justifications are also logged and are subjectto periodic audits of their
legitimacy and adequacy. — b o

7.9 GCHO's Legal and Policy training Includesa section on NEP Statements. More dei
guidance on how to formulate legitimate and adequate justificationsiia available to all
links from GCHO’s Complianca Guide, . | |

8.1 Use of bulk personaldata for an experimental purpose, e.g. development ofa novel
analytical technique or testing a new IT system, potentially entalis ah elevated level of risk to
the securityof the data, Increased corporateNek and an additional Interferencewith the right

8.2 experimental use of a bulk personal dataset must be authorisedinrar oe relevant GCHQ senior of 5, A requestfor auth ation will be made,
using the relevant section of the dataset" D form. li will describethe pro actly)
and explain why it is necessary and proportienate to use buik persohaldata for thisp
it wil also include an assessment of the Impact the experimental use la expected to have
the risks and interference mentioned above. | ‘

8.3 The Authoriser will consider the necessifyand proportionality of the proposed use, in|
cular whether it fs genuinely necessaryto use bulk personal data for this purpose,

8 Intrusiveness and the degree of corporate risk involved.

8.4 ifthe request to use the bulk personal dataset for the proposed experimental purpose isapproved, the Authoriser may, at his/her discretion, set conditions of restrielons of its use,
If the request is rejected, the dataset must not be used for that pti . The decisionand
any conditions or restrictions must be recorded on the datasefs ) form.

9. Disclosure i

9.1 Where the results of bull persorial data analysis are disclosed to partner or customer
organisations, this must be done via siandard porno mechanisms, which ensure release |
of GCHQ Intelligence In a segure, accountable, legally compliant manner.

9.2 if disclosure of a bulk personal dataset, or a substantial part of it, to a partner
organisation is contemplated, whether at GGHO's or the partner's initiative, the procedubelow must be followed: o | : di
9.3 Another SIA Agency: f

9.3.1 If the proposed recipientof the dataset is anotherSIA Agency, that Agency will (as
with any other operational data) formaily request transfer of the data via the “Inter Agenuy,
Sharing” (AS) protess. As with authorisationto acquirea bulk personal dataset,this
disclosure request wil be considered and authorised (or rejected) by relevant GC}
officials. The Authoriser's decision and the reasonsfor it wi berecorded
BPD form, as well as on the IAS request form.

i
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‘This infomationis exemet from disclosure under the Freedom of information Act 2000 and may bé subjectto exemption unter
atirar UK information Isgislaticin, Refer disclosure requeststo GOH on 01242 231494 x80306, emailInfoleg@geha.gei.goy.uk

1]
1]

J

4

1



OFFICIAL

[REDACTED]

9.4 Other organisations:

9.4,1 For any other organisafiori, whether another UK partner or a foreign partner, the
dataset’s Requester or Endorser will'submit a request for authorisation to disclose, by méâns
of the dataset's BPD form. Again, such requests wif be considered by relevant GCHO *

senior officials,

9.5 All requests for authorisation to disclose mustprovide a poca justification for the
proposed disclosure, in terms of: A

« its necessity and proportionality, and

a the intelligence or other operational benefit that is espacio accrue 15 GCHO ahd
the UK from the disclosure.

9:6 The Authoriser will consider:

+ the content of the dataset: the nature of the personal infombton it contains, lis
intrusiveness and serísitivity;

e the nature and extentof the corporate risk the disclosure wóuid entail:

« the negessity and proportionality of the disclosure, including whether itis genui
necessary and praportionate to disclosethe whole dataset, br whether a subset fl
meet the need;

s whether any caveats or restrictions should be applied; and
+ the receiving organisation's arrangements for safeguarding] using and deleting

data — GCHQ will seek additional reassurancesfrom the receiving organisation in

this regard, if the Authariserdeems it necessary.

[REDACTED],

10. Continued Retention

“10.1 The ongoing retention of every bulk personal datasetis reviewed at least every 24
months by thé Bulk Personal Data Retention Review Panél (the Panel),

10.2 The Panel consistsof tefeva

10.3 Representatives from MIS and SIS are normally invited to ia iaand contribute to |-
discussions.

10.4 The Panel meets every 6 months, typically in March and , to consider the:
datasets due for review and to review the functioning of the bulk pergonal dataset sois
management processes. Discusslóns, decisions and actions are miñuted,

|
10.5 Fa dataset's Requester and Endorser consider that a-convi case can be made
justify the continued retention and exploitation of that dataset, they must submit a retentío

request to the Panel by means of the dataset's BPD form. If they dalnot believe a convincing
- case can be made, i ete eee scorás they real
this conclusion.

]

10.6 In tie request, they must justify he interference with the right to privacy causedby
GCHQ's continued retention and exploltafion of the dataset, The” set out why it is

genuinely necessary arid proportionate to continue to retalty and use e data. This rali
must be supported hy concrete evidence, inçluding specific examples, where praia, of

OFFICIAL !
i
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This information is exempt from disclosure under the Freadont of InformationAct 2000 and Dama pen
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and vetting regime Tor staff.

irement,

+ Justify accessto BCD on the grounds of neceasity and proportionality,

taking into corialderation collateral intrusion and other less Intrusive

methods of deriving the same Intelligence dividend. :

"$ Limit access to those with appropriate business req:

& Ensure staff are appropriately trained, aware of audit functions and
warned of disciplinary procedures resulting trom miguse.

4.4 Disclosure |
4.4.1 The disclosure of BCD must be carefully managed to ensure that It only takes

place when it is justified on the basis of the relevant statutory disclósure gateway.

The disclosure of an entire bulk communications dataset, or à subset, outside the

Intelligence Service may only be authérised-by a Senior OfficiaP or the Secretary of
State. i

442 Disclosure of Individual items of BCD outside the relevant Intelligence Service
may only be made if the following conditions are met i

- that the objective of the disclosure falls within the Service's statutory functions
or is for the additional limited purposes set out in sections 2(2)(a) and 4(2)(a)

of the ISA 1994 and'section 2(2)(a)of the SSA 1989: |.

- that.it ls necessary to disclose the information In question in arder to

achieve that objective; Ñ

+ that the disclosure is proportionate to the objective; — |

- tht only as much of the information will be disclosed) as is necessary to
- achieve that objective.

When will disclosure be necessary?

“443 In order to meet the necessity’ requirement in relation to disclosure, staff in
the relevant Intelligence Service and (as the case may be) Secretary of State
must be satisfied that disclosure of the BCD is ‘really needed’ for the purposé of
discharginga statutory function of that Intelligence Service: !

4 }

Thé disclosure must also be “proportionate” É |

444 The disclosure of the BCD must also be proportionabe to the purpose in
question, In order to méet the ‘proportianality’ requirement, staff in the relevant
Intelligence Service and (as the case .may be) the Secretary of State must be
satisfied that the level of interference with the right to privacy ¡of individuals whose
communications data is being disclosed, both in relation to subjects of intelligence
interest and in relation to other individuals who may beof no intelligence Interest, Is

'. Justified by the benefit to the discharge. of the Intelligence Service's statutory
functionswhich is expected as a result of disclosingthe data and the importanceof
the objective to be achieved, Staff must consider whether there Is a reasonable
alternative that will still meet the proposed objective - Le. which involves less
intrusion. For example, this could mean disclosure. of individual pleces of

? Equivalent to a member of the Senior Civil Service. |

|
i
i

i



|

communications data or of a subset of the bulk communications data rather than of
.the whole bulk communications dataset. H oo,

44.5 Before disclosing any BCD, staff must take reasonab steps to ensure that
the intended recipient organisation has and will maintain satisfactory arrangements
for safeguarding the confidentiality of the data and ensuring that it is securely
handled, or that they have received satisfactory assurances from the Intended
récipient organisation with respect to such arrangements. | .

446 These conditions must be met for all disclosure, inbluding between the
Intelligence Services and apply equally in making the decision|to disclose an entire
BCD, a subset of BCD, or an individual pieceof data from the d set,

Disclosure of BCD must be: |

_ + Justified on the basis of the relevant statutory disclosure gateway;

+ Assessed to be necessary ard proportionate to the objective;

* Limited to only as much Information as will achieve the objective;

% Authorised by a Senior Official or Secretary of State tentite.BCD or a
subset). {

{

H

4.5 Review of Ongoing Acquisition and Retention, ard Delétion

4.5.1 Each Intelligence Service must regularly review, Le, al intervals of no less
than six months,the operational and legal justification for its cofitinued retention and
use of BCD, This should be managed through a review panell comprised of senior
representatives from Information Govemanoe/Compliance, Oj erational and Legal
teams. :

48.2 The retention arid review process fequires consideration pf:

- An assessment of the value and use of the dataset during the period under
review and In @ historical context; j

- the operational and legal justification for ongoing .abquisition, continued
reterition, including its netessity and proportionality; 4

- ‘The extent of use and Specifio examples to ilustratethe Benefits;

= Thé level of actual and collateral intrusion posed by reterition and exploitation:

- The extentof corporate, legal, reputational or political risk;

- Whether such information could be acquired elsewhere through less Intrusive
means. | .

4.5.3 Should ‘the review process find that there remains án ongoing case fot|
acquiring and retaining BCD, a formal review will be submitted at intervals of no less
than six months for consideration by the relevant Secretary of . In the event that
the Intelligence Serviceor Secretary of State no. longer deem lito be necessary and
proportiorate to acquire arid retain the BCD, the Secretary of State will cancel the
relevant Section 94 Direction and instruct the CNP concerned to cease supply. The
relevant Intelligence Service must then task the technical teamis] responsible for
Retention ahd Deletion with a view to ensuring that any retained data is destroyed
and notify the Interception of Communications Commissioner accordingly.
Confirmation of completed deletion múst be recorded with the! relevant Information
Goverhance/Compllance team. | a

48
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[REDACTED]

43,15 All records of searches and quefles, together with ¡he accompanying N&P
statements, are centrally logged and are subjectto periodic audits of their legitimacy] and

adequacy. Records relating to section 24 data and related communications data may be
Inspected by the intercepfian ofCommimications Commissioner.

44.1 Where the results of analysing section 94 date are disclosed to partner or customer
organisations, this must be doré via standard jpfeligence ng mechanisms, which

ensure that GCHG intelligence is releaged in a secure, accoy a and legally compliant

. i .

4.42 If disclosure of a complete section 94 dataset, or a substantial part of It, to a pai
organisation is contemplated, whether at GCHQ's or the partner's! Initiative, the procedures
below must be followed, H

44.3 lfthe proposed recipient of the dataset ls another SIA Agéncy, that Agency will (as

with any other operational data) formally request transfer of the data vía tha “InterAge

Sharing” (AS) process, As with authorisation to acquire Sector 24 data, thie
requestwill be considered and authorised (or rejected) by the relevant GCHO seni
The Authoriser's decision and the reasons for it will ba recorded oi

[REDACTED] i

proposed disclosure, in terms of:

e {ts necesaltyand proportionality, and” Us
+: the intelligence benefit or other operational benefit that js expectedto accrue to
GCHQ and the UK from the disclosure. . i .

4.4.7 Thé Authoriserwill consider: 4
= the content of the dataset: the nature of any personal Iéformation it contains, its

intrusiveness and sensitivity; , Fr
+ the nature and extent of the corporate risk the diciosure would entail:
+ the necessity and proportionality of the disclosure, includitig whether it is genulhely

necessary and proportionate to disclose the whole « or whether a subset will
meet the need; i :

e enana ary Gavel rear should bé applied: and: .
+ the receiving organisation'a arrangements for safeguarding, using and déleting|thedata — GCHQ will seek additional reassurances from the receiving organisation in

this regard, if the Authoriser deems it necessary. j +

H

4,46 All requests for authorisation to disclose must providea persuasive Justificationfor the

i

4.5,3 A ReviewPanel coriducts a comprehensivereview of GCHO's section 94 data, dni! of
the directions used to acquire the data, af sbemonthly intervals. | The review determines

[REDACTED]

|

8 of a

. [REDACTED]

i
1

|
j

|

This information is exampt from disclosure under thes Freedom of Information Abt 2000 and iniay be sitbjsot to-exemption under.otr UK infarto legislation Retertiocosure requests ts GCHO an D124 221484 30308, smal inicio Ego go gy ak
i.

A
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